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\ Overview

e Top level concrete architecture
o  Recap conceptual architecture
o  Derivation Process
o  Concrete architecture

o  Reflection analysis

e  Subsystem Analysis
o Inner Architecture
o  Connections
o  Reflection Analysis
e  Sequence Diagrams

° Lessons Learned



Concrete architecture derived
through source code analysis
P2P network also analyzed for
insights

Key.cpp used as example to
illustrate dependencies
Key.cpp depends on hash.cpp
and other files

Dependency implies
connection between wallet and
security components

Top Level Architecture: Derivation Process

— secp256k1.h @

secp256k1_extrakeys.h @

— main_impl.h @

hmac_sha512.h @

\'|— hash.cpp ®

)\
\I{

hmac_sha512.cpp @

;-* random.cpp @

secp256k1_schnorrsig-h @

i/ — random.h @

common.h @

— pubkey.cpp @

key.h @

- secp256kic @

hash.h @

span.h @

secure.h @

pubkey h @
secp256k1_recovery.h @
main_impl.h @
uint256.h @
main_impl.-h @

cleanse.cpp @




Top Level Architecture: Recap of Conceptual
Architecture

e User interacts with the Ul and connects to the
W E

e Wallet connects to the Bitcoin Core software

o Wallet obtains core functionality through
communication with the storage and validation
engines

e Storage and validation engines are dependent
on each other

e Engines are closely connected to the P2P
network

o Wallet indirectly interacts with the network's
branching components

e Interaction between the wallet and network is
essential to the software's architecture
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Top Level Architecture: Concrete Architecture

Storage Engine
Connection Manager P2P Network Validation Engine




Top Level Architecture: Reflection Analysis

e New nodes observed:
transaction, mempool, and
connection manager.

o Wallet dependencies differ
from conceptual to concrete
architecture.

e Block node interaction
changes in concrete
architecture.

e Importance of transaction
node not mentioned in
conceptual architecture.




Subsystem Analysis: Inner Architecture

Conceptual Architecture Concrete Architecture
e Proof of work e Miningcode
e Block Validation e Block and Transaction Validation
e Block Propagation e Mempool

e P2P Network



Subsystem Analysis: Connections
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\ Subsystem Analysis: Reflection Analysis

New Modules Absences/Unexpected Dependencies
e Mempool e Miner code in PoW
e P2P e Block validation
e ASIC e ASIC

e Pool mining



Storing Value
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Block Validation

Actor

Bitcoin UTXO Script Block
Network Database terpreter Header
Verifier
|

Request new transactions and blocks Return validity of inputs

Return new fransaction and blocks

Update UTXO database with new transaction

Verify block header

check if inputs are valid for each block

return validity of each block

|
Execute transaction script

Return validity of transaction script
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Lessons Learned & Closing
Statements



